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1. ʆʙʱʠʝ ʩʚʝʜʝʥʠʷ 

ɼʘʥʥʘʷ ʠʥʩʪʨʫʢʮʠʷ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʝʨʝʜʘʯʠ ʠʟʚʝʱʝʥʠʡ ʠʟ  ʧʨʦʛʨʘʤʤʥʦ-

ʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʩʠʩʪʝʤʳ ʧʝʨʝʜʘʯʠ ʠʟʚʝʱʝʥʠʡ ʆʂʆ (ʇʆ ʉʇʀʈ ʆʂʆ)  ʚ ʚʝʙ-ʩʝʨʚʠʩ OKOWEB 

(www.okoweb.ru). 

ʇʝʨʝʜʘʯʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʯʝʨʝʟ TCP-IP ʩʦʝʜʠʥʝʥʠʝ ʧʦ ʧʨʦʪʦʢʦʣʫ HTTPS. 

ʇʝʨʝʜʘʯʫ ʩʦʦʙʱʝʥʠʡ ʠʟ ʇʆ ʉʇʀʈ çʆʂʆè ʥʘ ʚʝʙ-ʩʝʨʚʠʩ OKOWEB ʦʩʫʱʝʩʪʚʣʷʝʪ ʢʦʥ-

ʥʝʢʪʦʨ  çWebConnectorè.  
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2. ʇʦʜʛʦʪʦʚʢʘ ʢ ʨʘʙʦʪʝ 

2.1. ɺ ʧʘʧʢʝ ʆʂʆ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʚʝʨʠʪʴ ʥʘʣʠʯʠʝ ʢʦʥʥʝʢʪʦʨʘ WebConnector. ʌʘʡʣʳ ʢʦʥʥʝʢ-

ʪʦʨʘ ʥʝʦʙʭʦʜʠʤʦ ʧʦʤʝʩʪʠʪʴ ʚ ʣʶʙʫʶ ʧʘʧʢʫ, ʧʦʤʝʩʪʠʚ ʝʝ ʚ ʧʘʧʢʝ ʆʂʆ. ʉʦʜʝʨʞʠʤʦʝ ʧʘʧʢʠ ʩ 

WebConnector ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘ ʨʠʩʫʥʢʝ: 

 

 
2.2. ʇʨʠ ʨʘʙʦʪʝ ʇʆ ʆʂʆ ʥʘ ʇʂ ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ Windows 7 (ʠ ʙʦʣʝʝ 

ʥʦʚʳʤʠ ʚʝʨʩʠʷʤʠ ʆʉ) ʪʨʝʙʫʝʪʩʷ ʦʪʢʣʶʯʠʪʴ ʢʦʥʪʨʦʣʴ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ (ʦʪʢʣʶʯʠʪʴ UAC; ʇʘʥʝʣʴ 

ʫʧʨʘʚʣʝʥʠʷ/ʀʟʤʝʥʝʥʠʝ ʢʦʥʪʨʦʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ/ʅʠʢʦʛʜʘ ʥʝ ʫʚʝʜʦʤʣʷʪʴ). 

http://windows.microsoft.com/ru-ru/windows7/turn-user-account-control-on-or-off 

 
2.3. ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ ʤʝʞʜʫ ʩʝʨʚʝʨʦʤ OKOWEB ʠ ʇʆ ʉʇʀʈ ʆʂʆ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʥʝʦʙʭʦʜʠʤʦ ʧʦʣʫʯʠʪʴ ʠ ʫʩʪʘʥʦʚʠʪʴ ʬʘʡʣʳ ʩʝʨʪʠʬʠʢʘʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʩʤ.ʨʘʟʜʝʣ 

3). 

http://windows.microsoft.com/ru-ru/windows7/turn-user-account-control-on-or-off
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3. ʈʘʙʦʪʘ ʩ ʩʝʨʪʠʬʠʢʘʪʘʤʠ  

 

3.1. ʆʙʱʠʝ ʩʚʝʜʝʥʠʷ 

ɼʣʷ ʫʩʪʘʥʦʚʣʝʥʠʷ ʩʦʝʜʠʥʝʥʠʷ ʩ OKOWEB ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʘʡʣʳ ʩʝʨʪʠʬʠʢʘ-

ʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ.  

ɼʣʷ ʨʘʙʦʪʳ WEB ʢʦʥʥʝʢʪʦʨʘ ʥʝʦʙʭʦʜʠʤʦ ʠʤʝʪʴ ʜʚʘ ʬʘʡʣʘ ʩʝʨʪʠʬʠʢʘʪʘ ʬʦʨʤʘʪʘ PKCS 

#12, ʥʘʧʨʠʤʝʨ:  

- OKOWebClient.pfx  ï ʢʣʠʝʥʪʩʢʠʡ ʬʘʡʣ ʩʝʨʪʠʬʠʢʘʪʘ, ʩʦʜʝʨʞʘʱʠʡ ʦʪʢʨʳʪʳʡ ʠ ʟʘʢʨʳ-

ʪʳʡ ʢʣʶʯ; 

- OKOCA.cer ï ʬʘʡʣ ʩʝʨʪʠʬʠʢʘʪʘ ʜʦʚʝʨʝʥʥʦʛʦ ʢʦʨʥʝʚʦʛʦ ʮʝʥʪʨʘ ʩʝʨʪʠʬʠʢʘʮʠʠ. 

 

ʌʘʡʣ OKOWebClient.pfx ʩʣʝʜʫʝʪ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʚ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ çʃʠʯʥʳʝè 

(ʤʝʪʦʜʠʢʘ ʦʧʠʩʘʥʘ ʥʠʞʝ) ʥʘ ʢʦʤʧʴʶʪʝʨ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ɸʈʄ-ʉʝʨʚʝʨ ʇʆ çʆʂʆè.  

ʌʘʡʣ OKOCA.cer ʥʝʦʙʭʦʜʠʤʦ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʚ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ çɼʦʚʝʨʝʥʥʳʝ 

ʢʦʨʥʝʚʳʝ ʮʝʥʪʨʳ ʩʝʨʪʠʬʠʢʘʮʠʠè ʥʘ ʢʦʤʧʴʶʪʝʨ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ɸʈʄ-ʉʝʨʚʝʨ ʇʆ çʆʂʆè. 

3.2.  ʇʦʤʝʱʝʥʠʝ ʬʘʡʣʦʚ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʭʨʘʥʠʣʠʱʝ  

3.2.1. ʇʦʤʝʱʝʥʠʝ ʬʘʡʣʘ OKOWebClient.pfx ʚ ʭʨʘʥʠʣʠʱʝ 
ʩʝʨʪʠʬʠʢʘʪʦʚ çʃʠʯʥʳʝè  

1.  ɿʘʡʪʠ ʚ ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ - ʉʚʦʡʩʪʚʘ ʦʙʦʟʨʝʚʘʪʝʣʷ (ʅʘʩʪʨʦʡʢʠ ʀʥʪʝʨʥʝʪʘ) - ʚʢʣʘʜ-

ʢʘ çʉʦʜʝʨʞʘʥʠʝè.  

ʅʘʞʘʪʴ ʢʥʦʧʢʫ çʉʝʨʪʠʬʠʢʘʪʳè.  

ɺʳʙʨʘʪʴ ʚʢʣʘʜʢʫ çʃʠʯʥʳʝè. 

ʅʘʞʘʪʴ ʢʥʦʧʢʫ çʀʤʧʦʨʪè ʥʘ ʚʢʣʘʜʢʝ çʃʠʯʥʳʝè.  
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2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʨʘʪʴ ʬʘʡʣ OKOWebClient.pfx ʩ ʧʦʤʦʱʴʶ ʢʥʦʧʢʠ çʆʙʟʦʨè. 

 

 
 

3. ɺʚʝʩʪʠ ʧʘʨʦʣʴ ʜʣʷ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ (ʚʳʜʘʝʪʩʷ ʆʙʲʝʜʠʥʝʥʠʝʤ çʆʂʆè). ʅʘʞʘʪʴ 

ʢʥʦʧʢʫ ʜʘʣʝʝ. 

 

OKOWebClient.pfx 
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 4. ʇʨʦʚʝʨʠʪʴ ʥʘʣʠʯʠʝ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ çʃʠʯʥʳʝè. 
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3.2.2. ʇʦʤʝʱʝʥʠʝ ʬʘʡʣʘ OKOCA.cer ʚ ʭʨʘʥʠʣʠʱʝ çɼʦʚʝʨʝʥʥʳʝ 
ʢʦʨʥʝʚʳʝ ʮʝʥʪʨʳ ʩʝʨʪʠʬʠʢʘʮʠʠè. 

1.  ɿʘʡʪʠ ʚ ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ - ʉʚʦʡʩʪʚʘ ʦʙʦʟʨʝʚʘʪʝʣʷ (ʅʘʩʪʨʦʡʢʠ ʀʥʪʝʨʥʝʪʘ) - ʚʢʣʘʜ-

ʢʘ çʉʦʜʝʨʞʘʥʠʝè.  

ʅʘʞʘʪʴ ʢʥʦʧʢʫ çʉʝʨʪʠʬʠʢʘʪʳè.  

ɺʳʙʨʘʪʴ ʚʢʣʘʜʢʫ çɼʦʚʝʨʝʥʥʳʝ ʢʦʨʥʝʚʳʝ ʮʝʥʪʨʳ ʩʝʨʪʠʬʠʢʘʮʠʠè. 

ʅʘʞʘʪʴ ʢʥʦʧʢʫ çʀʤʧʦʨʪè ʥʘ ʚʢʣʘʜʢʝ çɼʦʚʝʨʝʥʥʳʝ ʢʦʨʥʝʚʳʝ ʮʝʥʪʨʳ ʩʝʨʪʠʬʠʢʘʮʠʠè.  
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2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʨʘʪʴ ʬʘʡʣ OKOCA.cer ʩ ʧʦʤʦʱʴʶ ʢʥʦʧʢʠ çʆʙʟʦʨè. 

 
 

 
 

 4. ʇʨʦʚʝʨʠʪʴ ʥʘʣʠʯʠʝ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ çɼʦʚʝʨʝʥʥʳʝ ʢʦʨʥʝʚʳʝ ʮʝʥʪʨʳ ʩʝʨ-

ʪʠʬʠʢʘʮʠʠè. 
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4. ʅʘʩʪʨʦʡʢʘ ʢʘʥʘʣʘ ʩʚʷʟʠ ʩ ʩʝʨʚʝʨʦʤ OKOWEB  

 

4.1. ʅʘʩʪʨʦʡʢʘ ʢʘʥʘʣʘ ʚ ʇʆ ʉʇʀʈ ʆʂʆ 

1. ɿʘʧʫʩʪʠʪʴ ʇʆ ʉʇʀʈ ʆʂʆ, ʨʘʙʦʪʘʶʱʝʝ ʚ ʨʝʞʠʤʝ ɸʈʄ-ʉʝʨʚʝʨ (+ɸʈʄ ʆʧʝʨʘʪʦʨʘ). ɺ 

ʦʢʥʝ ʚʳʙʦʨʘ ʨʝʞʠʤʘ ʨʘʙʦʪʳ ʥʘʞʘʪʴ ʢʥʦʧʢʫ  çʂʦʥʬʠʛʫʨʘʮʠʷè ʠ ʦʪʢʨʳʪʴ ʦʢʥʦ çʂʘʥʘʣʳ ʩʝʨ-

ʚʝʨʘ ʇʎʅè.  

 
2. ɺ ʦʢʥʝ çʂʘʥʘʣʳ ʩʝʨʚʝʨʘ ʇʎʅè: 

- ʚʢʣʶʯʠʪʴ çʂʦʥʥʝʢʪʦʨ Webè; 

- ʚʢʣʶʯʠʪʴ ʦʧʮʠʶ çʊʨʘʥʩʣʷʮʠ ̫ʥʘ ʫʜʘʣʝʥʥʳʝ ʇʎʅè; 

- ʜʦʙʘʚʠʪʴ ʢʘʨʪʦʯʢʫ ʢʘʥʘʣʘ. 

 
3. ɺʥʝʩʪʠ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ ʚ ʦʢʥʝ Web ʢʦʥʥʝʢʪʦʨʘ:  
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ʃʦʛʠʥ ʢ ʩʝʨʚʝʨʫ ï ʚʳʜʘʝʪʩʷ ʆʙʲʝʜʠʥʝʥʠʝʤ çʆʂʆè; 

ʇʘʨʦʣʴ ʢ  ʩʝʨʚʝʨʫ ï ʚʳʜʘʝʪʩʷ ʆʙʲʝʜʠʥʝʥʠʝʤ çʆʂʆè; 

ip-ʘʜʨʝʩ ï ʜʦʤʝʥʥʦʝ ʠʤʷ ʩʝʨʚʝʨʘ oko-ek.ru:40107; 

ɺʢʣʶʯʠʪʴ ʪʨʘʥʩʣʷʮʠʶ ʩʦʦʙʱʝʥʠʡ, ʚʳʙʨʘʪʴ ʥʫʞʥʳʡ ʬʠʣʴʪʨ ʩʦʦʙʱʝʥʠʡ. 

ɺʢʣʶʯʠʪʴ ʦʧʮʠʶ ɺʳʙʦʨʢʘ ʧʦ ʦʙʲʝʢʪʘʤ. 

ʀʩʧʦʣʴʟʦʚʘʪʴ SSL/TLS - ʚʢʣʶʯʠʪʴ ʬʫʥʢʮʠʠ ʨʘʙʦʪʳ ʩ ʩʝʨʪʠʬʠʢʘʪʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ; 

ʀʤʷ ʩʝʨʚʝʨʘ ʫʜʘʣʝʥʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ï OKOWeb Server 

ʀʤʷ ʩʫʙʲʝʢʪʘ ʩʝʨʪʠʬʠʢʘʪʘ - OKOWeb Client 

 

4. ʋʢʘʟʘʪʴ ʥʦʤʝʨ ʇʎʅ, ʢʦʪʦʨʳʡ ʥʝ ʜʦʣʞʝʥ ʩʦʚʧʘʜʘʪʴ ʩ ʥʦʤʝʨʦʤ ʢʘʢʦʛʦ-ʣʠʙʦ ʦʙʲʝʢʪʘ. 

ɺ ʦʢʥʝ ʚʳʙʦʨʘ ʨʝʞʠʤʘ ʨʘʙʦʪʳ ʥʘʞʘʪʴ ʢʥʦʧʢʫ  çʂʦʥʬʠʛʫʨʘʮʠʷè ʠ ʦʪʢʨʳʪʴ ʦʢʥʦ çʅʘʩʪʨʡʦʢʠ-

ʩʝʨʚʝʨʘè.  

 
5.  ʇʝʨʝʟʘʧʫʩʪʠʪʴ ʇʆ çʆʂʆè. ɺ ʩʣʫʯʘʝ ʫʩʧʝʰʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʩ OKOWEB ʠʥʜʠʢʘʪʦʨ 

ʢʦʥʥʝʢʪʦʨʘ ʜʦʣʞʝʥ ʙʳʪʴ ʟʝʣʝʥʳʤ: 

 
 

oko-ek.ru:40107 



  

ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʡʦʢʝ ʢʘʥʘʣʘ ʩʚʷʟʠ ʩ OKOWEB.  ɺʝʨʩʠʷ ʦʪ  10.12.2013 

ʆʙʲʝʜʠʥʝʥʠʝ çʆʂʆè, 620072, ʛ.ɽʢʘʪʝʨʠʥʙʫʨʛ,  ʫʣ.ɺʳʩʦʮʢʦʛʦ ʜ.36, (343) 310-88-00, www.oko-ek.ru 

 ï 13 ï 

5. ʅʘʩʪʨʦʡʢʘ ʢʘʨʪʦʯʝʢ ɸʂ ʜʣʷ ʧʝʨʝʜʘʯʠ ʩʦʦʙʱʝʥʠʡ 

ɼʣʷ ʧʝʨʝʜʘʯʠ ʩʦʦʙʱʝʥʠʡ ʥʘ ʩʝʨʚʝʨ OKOWEB ʩ ʚʳʙʦʨʦʯʥʳʭ ʦʙʲʝʢʪʦʚ ʩʣʝʜʫʝʪ ʥʘʩʪʨʦ-

ʠʪʴ ʢʘʨʪʦʯʢʫ ɸʂ. 

1. ʆʪʢʨʳʪʴ ʚʢʣʘʜʢʫ çʅʘʩʪʨʦʡʢʠè ʢʘʨʪʦʯʢʠ ɸʂ, ʧʦʩʪʘʚʠʪʴ ʛʘʣʦʯʢʫ çʊʨʘʥʩʣʷʮʠʷè. 

 
 2. ʅʘʞʘʪʴ ʢʥʦʧʢʫ çʂʘʥʘʣ/ʢʣʠʝʥʪè, ʜʦʙʘʚʠʪʴ ʢʘʨʪʦʯʢʫ, ʚ ʦʢʥʝ çʂʣʠʝʥʪʳ ʢʘʥʘʣʦʚè 

ʧʨʦʧʠʩʘʪʴ ʥʦʤʝʨ ʢʘʥʘʣʘ WebConnector, ʧʦ ʢʦʪʦʨʦʤʫ ʙʫʜʫʪ ʪʨʘʥʩʣʠʨʦʚʘʪʴʩʷ ʩʦʦʙʱʝʥʠʷ ʩ 

ʜʘʥʥʦʛʦ ʦʙʲʝʢʪʘ.  

 
3. ʉʦʭʨʘʥʠʪʴ ʠʟʤʝʥʝʥʠʷ. 

 

 


